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ABSTRACT: The growing use of Artificial Intelligence across industries is transforming how 

organizations operate while raising important ethical concerns. This paper explores key issues such as 

bias, fairness, transparency, and privacy, emphasizing the need for responsible frameworks that connect 

technology with human values. Drawing from global and Nigerian contexts, including UNESCO’s AI 

ethics principles and Nigeria’s Data Protection Act, the study reviews existing frameworks and analyzes 

professional experiences to identify best practices in ethical AI adoption. It discusses strategies such as 

human-centered design, regular auditing, and cross-sector collaboration to support fairness and 

accountability. The findings indicate that leadership commitment, respect for privacy, and robust 

governance are crucial for fostering public trust in AI. The paper concludes that responsible and ethical 

use of AI is not only necessary for fairness and equity but also for ensuring the long-term success and 

acceptance of AI systems. It also provided recommendations for further research. 
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I. INTRODUCTION 
Artificial intelligence has become deeply integrated into almost every aspect of daily life, transforming industries 

such as finance, education, and healthcare through data-driven decision-making, among others. While these 

advancements offer significant benefits, they also pose potential risks that need careful management. Over the 

past year, emphasis has increased on ethically developing and responsibly deploying AI systems to tackle these 

challenges effectively. AI continues to revolutionize industries at an unprecedented pace, sparking important 

ethical debates about its use, ownership, accountability, and long-term impacts on humanity (Accenture Risk 

Study, 2024). Current data for 2025 suggests that up to 90% of commercial applications will incorporate AI in 

some form this year (Maslej et al., 2025). However, despite rapid adoption, many leaders still feel unprepared to 

handle potential risks. Recent reports show that over 80% of organizations lack readiness for AI regulatory 

compliance, and only 6.4% have advanced AI security plans. New research from the University of Washington 

has revealed significant racial, gender, and intersectional biases in AI systems used for automated resume 

screening and candidate ranking (University of Washington, 2024). The study evaluated three large language 

models (LLMs) developed by Mistral AI, Salesforce, and Contextual AI. A total of 550 real-world resumes were 

tested, each paired with 120 distinct names representing White and Black men and women to examine the 

influence of perceived identity on ranking outcomes (Capitol Technology University, 2024). In the study of 

Shanklin et al. (2022), it was revealed that algorithms predict that black patients are more likely to miss 

appointments than non-black patients in terms of medical appointment scheduling in the United States. This could 

be technically accurate based on the data available, but black patients will have longer wait times in being 

scheduled for an appointment, leading to racial inequalities and creating a lack of access to healthcare. Research 
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reveals that biases still exist in the use of AI in data practice (Buolamwini & Gebru, 2018; Suresh & Guttag, 

2021). These biases are discussed and shown in Figure 1. 

Gender bias involves prejudiced or unequal outcomes based on an individual's gender in automated decision-

making systems. This form of bias often arises from the use of non-representative datasets, societal stereotypes, 

or structural inequalities embedded in algorithms, leading to disparities in areas such as hiring, healthcare, and 

education (Ntoutsi et al., 2020). Eliminating gender bias necessitates incorporating representative data and 

regularly auditing algorithms for discriminatory patterns (Hanna et al., 2025). Racial bias refers to algorithms and 

datasets that produce unfair or discriminatory outputs due to historical inequalities or the underrepresentation of 

certain racial groups. This bias tends to perpetuate existing societal prejudices, affecting critical domains such as 

criminal justice, banking, and access to public services (Belenguer, 2022). Addressing racial bias requires 

dedicated efforts in diverse data collection, transparency in model development, and ongoing bias mitigation 

strategies (Schwartz et al., 2022). Intersectional bias, on the other hand, describes the compounded disadvantages 

experienced by individuals belonging to multiple marginalized groups, such as race and gender combined. Unlike 

isolated biases, intersectional bias recognizes that overlapping identities can result in unique forms of 

discrimination not accounted for by examining each dimension separately (IBM, 2023). Research highlights those 

intersectional approaches are necessary for understanding the full spectrum of algorithmic bias and its social 

effects (Oxford Law Pro, 2025). Intragroup disparities concern variations in outcomes among individuals within 

the same social group. These emerge when models yield uneven treatment in subgroups, such as differences in 

opportunities among women of varying ages, or among individuals of the same ethnic background but different 

socioeconomic status (Ntoutsi et al., 2020). Academic findings suggest that fine-grained analysis and subgroup 

fairness audits are essential for detecting and managing these disparities in AI applications (Soleimani et al., 

2025). Data practice refers to the methods, processes, and behaviors involved in collecting, managing, analyzing, 

sharing, and using data within an organization or research setting. The capacity of AI to amplify inequalities is 

evident not only in areas like medical appointment scheduling and employment but also in broader sectors, 

including education, judicial systems, and public safety. Figure 1 shows the various categories of bias evident in 

AI algorithms. 

 

 
 

Figure 1: Categories of Bias 
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Dordunoo (2025) pointed out that biases from unrepresentative datasets can lead to discriminatory outcomes. A 

review of AI ethics frameworks indicates that bodies such as UNESCO, China, the European Union, and 

prominent technology organizations prioritize the reduction of bias within AI decision processes, the promotion 

of transparency, and the prevention of discriminatory algorithmic outcomes. Nevertheless, the absence of a 

standardized global framework sparks the urgent need for enhanced international collaboration to regulate 

ethical data practices in AI (Slimi & Carballido, 2023). Kottur (2024) introduced a multi-stakeholder model for 

implementing responsible AI practices, laying emphasis on the importance of cross-disciplinary collaboration, 

continuous education, and robust oversight mechanisms. There remains a significant gap in the availability of 

comprehensive ethical frameworks to guide socially responsible AI development. They emphasize that 

embedding principles of fairness and accountability within AI systems is imperative for building trust and 

promoting responsible use. Furthermore, the study calls for intensified research into regulatory mechanisms, 

highlighting existing deficiencies in current regulatory strategies. Table 1 reveals the various aspects of data 

practice from data collection to Data ethics. It is abbreviated as CMASE. 

 

Table 1: Aspects of Data Practice 

Aspect Explanation 

Data Collection How data is gathered (e.g., through sensors, surveys, or digital interactions). 

Data Management How data is stored, organized, and maintained securely. 

Data Analysis Using statistical or AI tools to extract insights or make predictions. 

Data Sharing How and with whom data is shared, ensuring privacy and compliance. 

Data Ethics Ensuring fairness, transparency, and accountability in all data-related actions. 

 

 

 

 

 

 

 
Figure 2: Diagrammatic Description of the Aspects of Data Practice 
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The findings indicate that AI-driven recruitment systems, though intended to enhance hiring efficiency, may 

inadvertently reproduce and intensify existing social inequities. Such biases continue largely because these 

systems are not transparent, and there are few regulations to hold developers accountable. Figure 3 illustrates the 

current state of AI adoption in organizations as at 2025. Over 80% of organizations report being unprepared to 

manage AI-related risks, underscoring the need for stronger governance structures and responsible innovation 

frameworks (OpenAI Governance Research Group, 2024). 

 

 
Figure 3: AI adoption, Regulatory Preparedness and Advanced AI Security Statistics for 2025 

 

 
Figure 4: Non-linear Projection of AI Adoption, Regulatory Preparedness and Advanced ai Security Statistics 

(2025 - 2030) 
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Figure 4 illustrates the evolving landscape of AI adoption, regulatory preparedness, and security strategies, 

emphasizing important ethical considerations from 2025 to 2030. AI Adoption starts high at 90% in 2025 and is 

projected to reach 98% by 2030, indicating near-universal integration of AI across organizations. Preparedness 

begins low at 20% in 2025 but is expected to rise to 80% by 2030. This gap shows a vulnerable phase where AI 

use outpaces governance frameworks. Strengthening regulations and governance during this period is essential to 

enforce ethical AI principles and protect individuals and society from potential harms (OECD, 2025; McKinsey, 

2025). AI Security Strategy for the year 2025 starts at 6.4% and may rise steadily to 70% by 2035, reflecting 

growing awareness and maturity. Despite the AI adoption is widespread, the Regulatory Preparedness and AI 

Security Strategy has not been fully implemented, which calls for continued actions in developing responsible AI 

and data practices. AI's rapid integration into business intelligence and data analytics is reshaping decision-

making, improving efficiency, and extending services to new populations. However, these advancements also 

raise urgent ethical issues such as bias, transparency, explainability, privacy, and accountability. Addressing these 

is essential, not only for compliance but for sustaining public trust and maximizing societal benefit. 

 

Ethical Considerations in AI and Data Practice 
Data professionals face a series of ethical challenges, such as: 

(a). Fairness and Bias Mitigation: AI systems often reproduce or intensify the biases embedded in their training 

data, as illustrated in Figure 1.  To address data practices where AI may aggravate inequalities, key strategies 

include conducting bias audits, using diverse representative datasets, employing fairness-aware algorithms, 

engaging diverse stakeholders in governance, and maintaining continuous monitoring of AI 

outcomes. Continuous evaluation and transparency of algorithms are vital to prevent discriminatory 

outcomes, especially in multicultural societies (Duong & Conrad, 2024). It is imperative to commit to 

impartial treatment and remove biases in data and algorithms by ensuring inclusiveness and 

representativeness at every stage of AI development. 

(b). Transparency and Explainability: Stakeholders demand clear, understandable explanations for AI-driven 

decisions. Transparent development processes and open communication foster trust and comprehension 

among users and regulators as stated by Pillai, (2024). It is therefore expedient to maintain openness in 

modeling, data sources, and system logic to provide meaningful explanations. AI systems should be 

developed to ensure clarity and explainability, enabling users to easily understand the rationale behind 

decision-making processes. 

(c). Privacy and Data Protection: Responsible management of data is fundamental to this framework, requiring 

strict adherence to privacy laws and secure handling of sensitive information. It involves maintaining the 

integrity of data by ensuring its accuracy, completeness, and consistency throughout its lifecycle. Ethical data 

practices also incorporate securing informed consent from data subjects, safeguarding against unauthorized 

use, and ensuring that datasets are representative to avoid bias during AI training and validation. The 

collection and processing of personal data by AI systems necessitate robust privacy protections, including 

data minimization, consent protocols, and rigorous audits (Zoho, 2025). 

(d). Balancing Automation with Human Control: Artificial intelligence systems should be designed to respect 

and support human agency, ensuring that they complement rather than replace or unduly influence critical 

human decisions, especially in sensitive domains such as healthcare, law enforcement, employment, and 

finance, among others. 

(e). Security and Robustness: AI systems must be resilient to cyber threats, adversarial attacks, and operational 

failures. Regular testing and updating are needed to ensure safe and reliable performance. Robustness is 

ensured by developing AI systems that perform reliably under various conditions, including unexpected 

scenarios. The framework emphasizes rigorous testing, validation, and ongoing monitoring to maintain 

system integrity, prevent failures, and uphold consistent ethical standards in real-world applications. 

(f). Accountability and Governance: Clear delineation of responsibility for AI outcomes is essential. Clear 

accountability structures should be established within organizations to oversee adherence to ethical standards. 

This includes defining roles and responsibilities for AI oversight, maintaining comprehensive documentation, 
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and instituting review mechanisms to hold developers and deployers responsible for AI impacts. Responsible AI 

stresses the ethical and legal use of an Artificial Intelligence-based system, including its auditability, 

accountability, and liability (Herrera-Poyatos et al., 2025). Ain (2024) presented an ethical framework for AI 

decision-making that integrates key ideas from utilitarianism, deontology, and virtue ethics. The framework aims 

to promote transparency, fairness, and accountability, while addressing bias in AI applications across different 

sectors. According to Sridhar (2025), a systematic review was conducted on ethical AI frameworks and identified 

a scarcity of case studies, along with a lack of concrete metrics to evaluate trustworthiness and the results of AI 

deployment. Dordunoo (2025) highlighted the importance of integrating fairness and accountability into AI 

systems to build trust and promote responsible usage. It calls for robust ethical frameworks and transparent 

practices aimed at mitigating biases, supporting ethical AI development, and strengthening accountability in data 

management.  

 

II. METHODOLOGY 
This study, which is qualitative research, adopted a comprehensive literature analysis, selecting peer-reviewed 

articles, public reports, and ethical frameworks published between 2019 and 2025. Sources were identified using 

targeted searches in databases such as Google Scholar, Scopus, and Web of Science, and also organizations’ 

official sites, which include the Organization for Economic Co-operation and Development (OECD), the Nigerian 

Data Protection Acts, and the United Nations Educational, Scientific and Cultural Organization (UNESCO). Key 

terms searched include ‘bias’, ‘fairness’, ‘transparency’, ‘privacy’, ‘data governance’, ‘ethical consideration’, 

‘responsible AI’, ‘data practice’, ‘ethical AI’, ‘policy integration’, and ‘accountability’ relating to AI-driven data 

practices relevant to both global and Nigerian contexts. Articles not written in English and inaccessible 

documents were excluded. Issues not related to ethical AI were also excluded as shown in Table 2. 

 
A. Analysis Structure 
Selected papers were analyzed using thematic analysis to identify prevailing principles, challenges, and 

implementation strategies, supplemented by comparative analysis between global and Nigerian ethical AI 

adoption models. Texts were reviewed for recurring themes such as fairness, accountability, transparency, 

human well-being, and social impact. Sectors such as healthcare, finance, education, and employment were 

given specific attention with the ethical challenges they face, which include bias, privacy concerns, security, 

accountability, and governance, among others. This approach provides responsible AI frameworks that align 

technology with human values. Drawing from global and Nigerian contexts, the paper highlights frameworks 

like UNESCO’s AI ethics principles and Nigeria’s Data Protection Act. It proposes actionable strategies that are 

foundational to AI’s social acceptance and long-term success. By aligning insights from academic and policy 

domains, the review supports ethical considerations and Responsible AI in various aspects of data practice. 

 

Table 2: The Inclusion and Exclusion Criteria of the Research Work 
Criteria Inclusion Exclusion 

Author Public sector, private sector, or non-governmental organizations Authors not acting as 

representatives of organizations 

Article  Article publicly available (Publications, reports, guidelines) Non-public access 

Time 

Window 

2019 to 2025 Not within this time frame 

Language Specifically English language Non-English languages 

Content 

focus 

Focus on key issues such as bias and fairness, transparency, 

privacy, trust, and accountability in AI-driven data practices 

Not related to Ethical AI 
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B. Frameworks and Principles for Responsible AI 
Recent research identifies a “Nigerian Model” that places privacy and executive leadership at the core of 

responsible AI adoption: 

(a). Leadership Commitment: Executive roles drive AI integration, moving companies from experimentation 

to operational scale with a commitment to privacy and ethical governance (Papagiannidis, 2025). 

(b). Privacy-First Approaches: More than 84% of Nigerian companies have enhanced their data privacy 

measures following AI deployment, frequently surpassing global standards. This trend is evidenced by 

the appointment of dedicated privacy officers and the allocation of increased IT budgets for privacy 

management, reflecting a clear prioritization of privacy protection within AI frameworks (Adediran et 

al., 2024; Adeyefa et al., 2024). 

(c). Skills Development and Human Capability: Nigerian organizations emphasize training in data analysis, 

AI literacy, and prompt engineering, recognizing human skills as more critical than mere technology 

acquisition. 

(d). Proactive Regulatory Compliance: The Data Protection Act of Nigeria has recorded a shift from 

regulatory preparedness and has increased regulatory consciousness, leading to regular audits and 

explainability requirements aligning with international best practices (Ozibo, 2025; National AI Strategy, 

2025). 

 

Global Ethical Frameworks 

The UNESCO (2021) Recommendation on the Ethics of Artificial Intelligence outlines several guiding principles 

that form the moral and operational foundation for responsible AI governance such as: 

(a). Guiding Principles: Proportionality (“Do No Harm”), safety and security, right to privacy, multi-

stakeholder governance, autonomy, justice, and explicability (UNESCO, 2021). 

(b). Policy and Compliance: Adoption of ethical AI frameworks at organizational and governmental levels 

should complement existing data protection and cybersecurity standards. 

While global ethical frameworks such as UNESCO’s Recommendation emphasize universal principles like 

justice, autonomy, and explicability, the Nigerian approach uniquely tables privacy and leadership-driven 

governance. Nigerian organizations demonstrate stronger enforcement of privacy through the Data Protection Act 

and prioritize skills development in AI literacy and prompt engineering. However, both contexts face persistent 

challenges including biases embedded in datasets, gaps in regulatory enforcement, and a shortage of standardized 

metrics for evaluating ethical AI performance. Real-world implementation hurdles, such as balancing rapid AI 

adoption with evolving regulations and workforce readiness, remain significant barriers that require adaptive 

governance and collaboration across sectors to overcome. 

 

C. Implementation: From Principles to Practice 
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Fig. 5: Architectural Workflow 

 

Implementation of responsible Artificial Intelligence (AI) requires a holistic and sustained approach that embeds 

ethical, social, and technical considerations throughout the AI system’s lifecycle. This path involves several 

interrelated components: 

Human-Centered Design: Responsible AI development begins with the active involvement of users, domain 

experts, and affected communities across all phases from planning and data collection to model deployment and 

evaluation. This participatory approach ensures that AI systems genuinely address human needs, reflect societal 

values, and minimize the risk of unintended harm. 

Continuous Monitoring and Audit: Responsible AI is not a one-time achievement but an ongoing commitment. 

Continuous monitoring and auditing of system outcomes are essential to assess fairness, transparency, accuracy, 

and compliance with evolving standards. Regular updates and independent audits help identify emerging risks 

and align system behavior with shifting societal expectations. 

Policy and Governance Integration: Embedding ethical AI principles into organizational policies and 

governance structures ensures accountability and consistency. This includes integrating ethical review processes, 

using industry-standard toolkits, and adopting formal assessment templates across every stage of project delivery. 

Such institutionalization promotes transparency, mitigates ethical risks, and fosters public trust in AI 

technologies. 
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Table 3: Comparative Analysis of Ethical AI Implementation 

This table compares the key dimensions of ethical AI frameworks and implementation between global standards 

and Nigerian practices, highlighting shared challenges and contextual differences. 

 

 

 

 

 

 

Aspect Global Approach Nigerian Approach Common Challenges 

Ethical Principles 

UNESCO. (2021) 

Emphasis on universal 

principles: fairness,  

transparency, privacy, 

accountability, justice, 

autonomy 

Focus on privacy-first 

strategies, executive 

leadership, and skills 

development tailored to the 

national context 

Recurring biases, 

privacy risks, need for 

transparency and 

accountability 

Regulatory 

Framework 

UNESCO. (2021) 

Comprehensive global 

guidelines like UNESCO's 

AI Ethics Recommendation 

 

Nigeria’s Data Protection 

Act drives regulatory 

awareness and compliance, 

with regular audits and 

explainability requirements 

Gaps in regulatory 

enforcement and 

evolving standards 

Implementation 

Focus  

OECD. (2019) 

Broad applicability, aiming 

for multi-stakeholder 

governance across diverse 

cultures 

Executive-driven AI 

integration moving from 

experimentation to 

operational scale 

Translating ethical 

principles into 

organizational policies 

and practices 

Skills and 

Capability 

Development  

World Economic 

Forum. (2023) 

Emphasis on continuous 

professional development 

and technical expertise 

enhancement 

Strong focus on AI literacy, 

data analysis training, and 

prompt engineering 

Technological 

advancement outpacing 

workforce skills 

Privacy Measures 

(GDPR) (2016) 

General emphasis on 

privacy as a fundamental 

right 

More than 84% of 

organizations have 

strengthened privacy 

measures, often exceeding 

global averages 

Balancing data 

openness with 

protection 

Evaluation and 

Metrics (Palumbo 

et al. 2025)  

Limited case studies and a 

lack of concrete metrics for 

trustworthiness and 

deployment outcomes 

Similar scarcity noted; need 

for improved frameworks 

and metrics to assess ethical 

AI performance 

Absence of 

standardized metrics 

and evaluation methods 

AI Adoption and 

Preparedness 

(Owor et al., 2025) 

Projected global increase in 

AI adoption and 

preparedness with the 

gradual maturation of 

policies 

Rapid AI adoption with 

proactive regulatory 

compliance and privacy 

leadership 

Ensuring readiness to 

manage AI risks and 

ethical concerns 

Accountability and 

Governance 

Lechterman 

(2024). 

Institutional mechanisms for 

auditing and ethical 

oversight are recommended 

Strong emphasis on 

leadership commitment and 

organizational governance 

teams to uphold ethics 

Clear responsibility 

assignment and 

oversight challenges 
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D. Challenges in Achieving Responsible AI 
Despite progress, data professionals face persistent obstacles: 

The transition from ethical AI principles to practical implementation faces major challenges, including limited 

technical expertise, data scarcity or bias, and regulatory gaps. These issues weaken fairness tool adoption, distort 

AI outcomes, and reduce accountability, necessitating targeted training, diverse data initiatives, and stronger 

enforcement of Nigeria’s Data Protection Act and related sectoral policies. 

(a). Lack of technical expertise: A shortage of skilled professionals and technical expertise is reported by 68% of 

IT leaders as a major obstacle to technology implementation (Digitalization World, 2024). Additionally, there 

is a critical gap in technical talent within governance institutions, underscoring the need for stronger research 

capacity and specialized workforce development to ensure effective oversight and management (OpenAI 

Governance Research Group, 2024). 

(b). Data scarcity or bias: According to Adam & Boateng (2021), the lack of diverse and representative training 

data is highlighted as a major source of bias in AI. In African contexts, it has been noted that the availability 

of well-curated datasets remains severely limited, hindering the training and validation of AI models (Muriuki 

& Wambugu, 2025). 

(c). Privacy and Security Risks: The open sharing of data and advanced analytics complicate the task of 

safeguarding sensitive information. 

(d). Regulatory gaps: Scholars observed gaps between regulatory ambitions and technical capacity. In many 

Artificial Intelligence systems, biases in the data and algorithm yield discriminatory and unethical outcomes, 

linked to weak governance. Eke & Nwafor (2024). As countries continue to evolve their AI governance 

structures, organizations must stay alert and flexible to meet new regulatory expectations and ethical 

requirements (Rahwan et al., 2021). 

This study is primarily conceptual and qualitative, drawing from secondary data and comparative analysis of 

global and Nigerian frameworks. While it provides theoretical and policy insights, it does not empirically test the 

proposed framework. Future research should explore quantitative validation of ethical AI implementation 

indicators, particularly in developing contexts where governance capacity and digital literacy differ significantly. 

Moreover, longitudinal studies could assess how the integration of ethical principles evolves with technological 

advancement and regulatory adaptation. Expanding this analysis to include private-sector practices and cross-

regional comparisons in Africa would further strengthen the generalizability and practical relevance of 

responsible AI governance models. 

 

III. Conclusion 
Integrating ethical considerations throughout AI development is essential for sustained societal trust and 

equitable innovation. Policymakers and organizational leaders should adopt measurable frameworks that 

monitor fairness, explainability, and privacy compliance, supported by enforceable regulations such as Nigeria’s 

Data Protection Act. Clear accountability pathways and governance structures must be mandated, alongside 

investment in workforce capacity building. Cross-sector collaboration between government, industry, and 

academia is crucial to align local practices with global standards, creating an adaptive policy environment that 

promotes transparent, fair, and responsible AI deployment. 

(a). Data professionals must champion ethical discussions, continuously educate themselves, and implement 

robust governance processes. 

(b). Organizations should form cross-functional teams responsible for monitoring AI ethics, privacy compliance, 

and transparency. These teams will facilitate the embedding of ethical principles into operational AI 

workflows and report on key performance indicators (KPIs) related to fairness and privacy adherence. 

(c). Invest in Workforce Capacity Building 

a. Governments and organizations should invest in training programs and professional development to equip 

the AI workforce with the needed ethical knowledge and technical skills, to ensure effective policy 

implementation and innovation management. 

(d). Encourage cross-sector collaboration  
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a. Regulators, industry leaders, and academic institutions need to collaborate on dynamic standards and best 

practices that can adapt to AI innovations. This includes aligning national policies with international ethical 

guidelines and standards to maintain global competitiveness and social responsibility. 

(e). Regulators, industry leaders, and academia need to collaborate on adaptive design standards that can keep 

pace with innovation. 
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