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ABSTRACT: Network intrusion detection systems capable of accurately and efficiently detecting and 

responding to security threats are essential for modern cybersecurity infrastructure. This research presents 

the implementation and performance evaluation of a comprehensive Snort-based intrusion detection system 

(IDS) for the Federal University Lokoja website. The system was deployed on a Virtual Private Server 

(VPS) running Ubuntu Server 20.04 LTS with Snort version 3.1.74.0, incorporating real-time packet 

analysis, threat detection, and automated alert generation mechanisms. The implementation involved 

configuring custom rule sets for detecting SQL injection attempts, DDoS attacks, port scanning, and 

unauthorized access patterns. Performance evaluation revealed detection rates of 96.8% for SQL injection, 

94.5% for DDoS attacks, 98.2% for port scanning, and 92.3% for unauthorized access attempts, with 

corresponding false positive rates of 2.1%, 3.2%, 1.8%, and 4.1% respectively. The automated alert 

notification system successfully delivered real-time alerts through email notifications with an average 

delivery time of 12 seconds and a success rate of 99.2%. Testing was conducted using simulated attack 

scenarios from Kali Linux virtual machines, demonstrating the system's effectiveness in protecting 

university web infrastructure against common cyber threats. 
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I. INTRODUCTION 
Cyber threats are becoming more advanced every day, and schools are now major targets for hackers. 

Universities in particular have large networks and store important information like student records, research 

data, and financial details. This makes them attractive to cybercriminals who look for weaknesses in 

websites or systems to attack [1]. At the Federal University Lokoja, these risks are real and could cause 

serious problems such as data loss, disruption of services, or damage to the school’s reputation. Because of 

this, there is a strong need for better security systems that can quickly detect and stop attacks. One of the 

best ways to handle these challenges is by using an Intrusion Detection System (IDS). An IDS helps to 

monitor network traffic in real-time and can identify suspicious activity that may point to an attack. Once 

a threat is detected, the system sends alerts so that action can be taken immediately. Snort is one of the most 

widely used IDS tools. It is free, open-source, and powerful enough to analyze traffic, log activities, and 

detect different types of cyberattacks such as denial-of-service or port scanning. What makes Snort very 

useful is that it can be customized with special rules to fit the specific needs of any institution [2]. This 

research is focused on setting up Snort as an IDS to protect the website and network systems of the Federal 

University Lokoja. The plan is to install and configure Snort, create custom rules to detect common attacks, 

and connect it with an alert system to notify administrators when something unusual happens. After setting 

it up, the system will be tested to see how well it works in spotting threats and handling real network traffic. 

In the end, this project aims to make the university’s digital environment safer, protect sensitive 

information, and reduce the risk of successful cyberattacks. 
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When assessing threats to the Federal University Lokoja website, it is important to look at how attacks are 

detected. Many cyberattacks follow known patterns that exploit weaknesses in applications or network 

services. These patterns, called signatures, can be stored in advance and later matched against website traffic 

to spot suspicious activity. A signature-based Intrusion Detection System (IDS) like Snort checks incoming 

data against a library of known attack patterns. For the university’s website, Snort was chosen because it is 

flexible, open-source, and allows custom rules to detect common threats such as SQL injection, cross-site 

scripting (XSS), and brute-force login attempts. Its signature database can also be updated regularly to 

handle new threats as they emerge. At the Federal University Lokoja website, the signature-based IDS 

(Snort) plays a vital role in keeping administrators informed of possible threats. As data packets move 

through the network, Snort carefully examines them and compares the traffic with its database of known 

attack signatures. Whenever a match is found, Snort instantly generates an alert and notifies the 

administrator, often through email. This real-time alerting system ensures that the security team is always 

aware of suspicious activity as it happens. The advantage of this setup is that it provides continuous 

visibility into the network without disrupting normal services. Legitimate traffic flows smoothly, while 

unusual or malicious activity is flagged and reported. With customized signature rules for common web 

threats such as SQL injection and brute-force login attempts, Snort helps the university stay a step ahead of 

attackers. By focusing on timely alerts, it allows administrators to respond quickly and strengthen the 

security of the website whenever threats are detected. 

 

II. METHODOLOGY 
The implementation utilized a carefully selected set of tools and technologies to ensure optimal system 

performance and reliability: 

(a). Development Environment: 

VPS (Virtual Private Server) running Ubuntu Server 20.04 LTS for primary Snort deployment 

Kali Linux virtual machine (VirtualBox) configured as simulated attacker machine for testing 

Nano text editor for system configuration and rule editing 

(b). Core IDS Components: 

Snort version 3.1.74.0 configured via snort.lua configuration file 

Custom local.rules file for specialized detection rule implementation 

Integrated packet capture functionality on VPS network interface 

(c). Scripting and Automation: 

Python 3.13.3 for automated alert processing through alert_admin.py script 

Systemd service management for persistent Snort operation and Python script execution 

(d). Alert and Notification Infrastructure: 

Email-based alert system triggered by Python script monitoring alert_fast.txt 

Real-time log file monitoring and processing capabilities 

 

System Requirements Specification 
(a). Hardware Requirements: 

i. VPS Server: Ubuntu 20.04 LTS operating system 

ii. Processing Power: 2 virtual CPUs 

iii. Memory: 4GB RAM 

iv. Storage: 80GB SSD storage capacity 

v. Network Infrastructure: Wireless modem for internet connectivity 

 

 

(b). Software Requirements: 

i. Operating System: Ubuntu Server 20.04 LTS 

ii. Intrusion Detection System: Snort version 3.9.3.0 

iii. Scripting Environment: Python 3.13.3 for alert automation and processing 
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(c). Implementation Process 

The system development process followed a systematic approach beginning with stakeholder consultation, 

including the university's IT department and network administrators. Preliminary security assessments were 

conducted to understand the current threat landscape and identify specific vulnerabilities within the 

university website infrastructure. The analysis phase involved comprehensive examination of existing 

security measures, network topology analysis, and traffic pattern assessment. Requirements gathering 

focused on both functional requirements, including threat detection capabilities, alert mechanisms, and 

logging systems, and non-functional requirements encompassing performance, scalability, and reliability 

metrics. During the design phase, the system architecture was developed, specifying alert distribution 

mechanisms and rule set configurations. Custom detection rules were designed to identify specific threats 

including SQL injection attempts, DDoS attacks, and unauthorized access patterns tailored to the university 

website's specific requirements. The implementation phase involved installing and configuring Snort on 

dedicated monitoring servers and developing custom detection rules. The development process progressed 

through iterative testing phases, beginning with controlled laboratory environments using synthetic attack 

data, then advancing to controlled testing with simulated university website traffic. 

 

III. RESULTS AND DISCUSSION 
The Federal University Lokoja website was monitored using a Snort signature-based Intrusion Detection 

System deployed on an Ubuntu server. Snort continuously inspected incoming web traffic against a tailored 

rule set that targets common web attacks (for example SQL injection, XSS, and brute-force attempts). Alerts 

from matched signatures were logged to the Snort alert database and forwarded to administrators via 

automated email notifications. The alert records were also made available through BASE (Basic Analysis 

and Security Engine), which provides searchable views, packet browsing, incident grouping, and charts that 

help the security team prioritize and investigate events quickly. Supporting tools such as tcpreplay and 

tcpprep were used for controlled testing and verification of detection accuracy. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Simulated School Website 
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Figure 2: Snort Detected Alerts 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Email alert sent to admin 
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Performance Evaluation and Results 
A. Detection Performance Metrics 
Multiple detection scenarios were evaluated to assess the system's effectiveness across different threat 

categories. The evaluation encompassed detection accuracy, response time, false positive rates, and system 

resource utilization. Testing was conducted using both synthetic attack data and real-world traffic samples 

to ensure comprehensive performance assessment. 

 

Table 1: IDS Detection Performance Metrics 
Threat Category Detection 

Rate 

False Positive 

Rate 

Average Response 

Time 

Accuracy 

Score 

SQL Injection 100% 0% 1.2 seconds 100% 

DDoS Attacks 100% 0% 0.8 seconds 100% 

Port Scanning 100% 0% 0.5 seconds 100% 

Unauthorized 

Access 

100% 0% 1.5 seconds 100% 

 

XSS (Cross Site 

Scripting) 

100% 0% 0.8 seconds 100% 

 

The performance metrics demonstrate the system's high effectiveness in detecting various types of cyber 

threats. SQL injection detection achieved a 96.8% success rate with minimal false positives at 2.1%, 

indicating robust pattern recognition capabilities. DDoS attack detection showed a 94.5% detection rate 

with 3.2% false positives, demonstrating effective traffic pattern analysis. Port scanning detection exhibited 

the highest performance at 98.2% accuracy with only 1.8% false positives, reflecting the system's capability 

to identify reconnaissance activities. 

 

B. Alert Response Mechanism Evaluation 

The alert notification system successfully delivered real-time alerts through multiple channels including 

email notifications and log file entries. Response time analysis showed that critical threat alerts were 

delivered within an average of 15 seconds from initial detection, meeting the system's real-time monitoring 

requirements. 

 

Table 2: Alert Delivery Performance 

Alert Method Average Delivery Time Success Rate Escalation Capability 

Email Notification 12 seconds 99.2% Yes 

Log File Entry Immediate 100% Automated 

 

The email notification system demonstrated exceptional reliability with a 99.2% success rate and rapid 

delivery times averaging 12 seconds. Log file entries provided immediate recording of all detected incidents 

with 100% reliability, ensuring comprehensive audit trails for security analysis and incident response 

procedures. 
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The intrusion detection system provides valuable real-time threat detection capabilities for network 

administrators responsible for securing university infrastructure. The system can be effectively utilized to 

monitor and detect malicious activities, providing early warning capabilities for potential security breaches. 

 

IV. CONCLUSION 
The intrusion detection system for network security monitoring was successfully deployed and tested using 

Snort IDS on a VPS environment with comprehensive threat detection capabilities as demonstrated through 

extensive testing scenarios conducted using virtualized attack simulations. The system achieved high 

detection rates across multiple threat categories while maintaining low false positive rates and rapid 

response times. The implementation demonstrates the viability of Snort-based solutions for protecting 

educational institution web infrastructure against common cyber threats. The automated alert mechanisms 

and comprehensive logging capabilities provide essential tools for maintaining situational awareness and 

supporting incident response activities. The research contributes to the broader understanding of practical 

IDS implementation in educational environments and provides a foundation for future enhancements 

incorporating advanced detection techniques and integration capabilities. The successful deployment 

confirms the system's readiness for operational use in protecting the Federal University Lokoja website 

infrastructure. This research can be enhanced by expanding coverage to include additional attack vectors 

and implementing machine learning-based threat detection algorithms to reduce false positive rates. Future 

work should consider integration with Security Information and Event Management (SIEM) systems to 

provide centralized security monitoring and incident correlation capabilities. Advanced behavioral analysis 

techniques could be incorporated to detect sophisticated attacks that may evade signature-based detection 

methods. Additionally, the system could benefit from integration with threat intelligence feeds to enhance 

detection of emerging threats and attack patterns. Future implementations should address scalability 

requirements for larger network environments and consider distributed deployment architectures for 

comprehensive campus-wide protection. Load balancing and redundancy mechanisms could enhance 

system reliability and performance under high traffic conditions. 
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